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The protection of personal data and information refers to both the legal framework and the
mechanisms designed to ensure respect for an aspect of human rights (Oble-Laffaire, 2005) or to
encourage the free exchange of goods, products and data (Simitis, 1995, pp. 446-7; Poullet et al,
2009). The protection of personal information is often paired with the right to privacy, which
covers broader sectors of private life.

Laws and measures intended to ensure the protection of personal information and privacy
appeared in the wake of a two-pronged movement in certain Western nations and international
organizations. On the one hand, there was a reaction to the ever-growing intrusion of the state in
numerous areas of daily life.! The U.S.A. was the first nation to enact legislation in this respect; the
Privacy Act was passed in 1974 (U.S.A, 1974). In the same period, concern arose about the
increasing power of the early supercomputers, which, it was feared, might eventually be capable of
exerting absolute control over people, in the manner of Big Brother. In response to this concern, the
land (State) of Hesse, West Germany, passed the first law to protect personal information. Similar
laws followed in other Western European countries, Canada and Quebec (Flaherty, 1989).

More or less concomitantly, two international organizations, the OECD and the Council of
Europe, studied the question of protecting personal information and produced fundamental
documents that have exerted a major influence in the field. On the one hand, the OECD developed
guidelines for the protection of privacy and transborder flows of personal data (OECD, 1980); on
the other hand, nearly all the members of the Council of Europe ratified a binding convention that
established basic principles for protecting people's rights with respect to the production, automatic
processing and use of personal data (Council of Europe, 1981). In 1995, the European Union
broadened the scope of its member states' laws by issuing instructions making the transfer of
personal data from and to Europe subject to strict conditions (European Union, 1995). This was an
initial step towards internationalizing the protection of personal information.

With the fall of the Berlin Wall and the disintegration of the USSR, the protection of personal
information gained new status, becoming a prerequisite for a nation to be recognized as respecting
the rule of law. The adoption of a privacy protection regime, one of the Copenhagen criteria
established by the European Union as a condition to be met by the former “people's democracies”

1 The first legal treatises on this issue, written at the end of the 19th century, invoked “the right to be let alone” (Cooley,
1879; Warren and Brandeis, 1890).
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seeking membership, has now been legislated in some 90 nations, as well as in numerous federated
states and even in municipal governments.

The notion of personal information is relatively simple. It designates all the terms, data, symbols
and other elements that make it possible to identify an individual and distinguish this person from
any other. Photographs and the many identifiers used particularly in the realm of social security are
examples of personal information, to name the most obvious ones. Certain privacy laws target
sensitive information (religious affiliation, health records, union membership, ideological beliefs,
etc.) and spell out a series of specific precautions to be respected in this regard.

In some cases, the initial legislation covered only the public sector. Quite soon, however, these
laws were extended to the private sector, as it too began to produce, use and store vast amounts of
personal information.

Such laws are intended to ensure that personal information is processed correctly at various
stages throughout its life cycle. They regulate the production, collection, use, storage, flow and
eventual destruction of personal information. These provisions are fundamentally based on the
“principle of purpose,” according to which any personal information collected must correspond to a
precisely articulated objective and that objective only. A protection regime also guarantees that
citizens have the right to inspect information collated or stored with respect to themselves and that
this right of access is accompanied by provisions allowing for the correction of incomplete or
erroneous data.

The passage of these laws has been accompanied in almost every country - with the notable
exception of the U.S.A. - by the creation of watchdog organizations (Holder and Grimes, 2007).
These organizations or independent agencies are entrusted with the goal of ensuring that the
principles established by the legislature are complied with and that citizens have the right of access
to their person information. Such organizations may take action at every stage of data processing
(McCullagh, 2009). Some act in a consultant role, while others have binding powers. In 1982, the
Quebec government enacted innovative legislation by combining its protection of personal
information regime with its access to information regime and placing both under the control of a
single oversight agency. This precedent became widely accepted and several nations have adopted
the model as their own (Comeau and Couture, 2003).

At present, personal information protection regimes are confronted with two main problems.
The first has to do with the fact that security concerns often take precedence over individual rights,
to the detriment of the latter. The events of September 11, 2001 (Nelson, 2001) led to a series of
reactions constituting an erosion of citizens' privacy rights (Martin and Rabina, 2009). Originating
in the U.S.A. but soon influencing almost every nation, this trend has coincided with the dizzying
transformation of information technologies (Francou, Nepote and Kaplan, 2010), which highlights
the second type of problem. Quite apart from instruments and tools, it is now necessary to take into
account technological configurations for which national borders are meaningless (Gunasekara,
2007). The use of remote servers for data processing and the online integration of various
components to carry out multiple and complex operations (an approximate description of cloud
computing) today raise major new questions (Poullet et al.,, 2010). These technological advances
represent a challenge for the traditional means used by citizens to protect personal information.
Likewise, the rapid growth of social networks like Facebook has significantly changed the very
notion of privacy.
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In reaction to recent undertakings by Google, which has developed into a major world player,
some dozen data protection and privacy commissioners issued a joint warning that caught the
attention of the planet's media (Office of the Privacy Commissioner of Canada, 2010). This joint
approach is part of the project launched over 30 years ago by those holding this office (31st
International Conference of Data Protection and Privacy Commissioners, 2009).
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